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General Information

General Information

This ReadMe First document is a quick reference guide to features,

About This enhancements, and revisions in the latest release of the MICROS9700
HMS. For each version, the document provides the following
Document information:

~ Ve pe

7T EAO 6 O T hiAae?ﬁion of the document contains information on the new features of a

software release. A new feature is defined as one that provides capabilities that
were not available in previous versions of the software.

This section of the document contains information on the enhancements

What®& Enhanced in a software release. An enhancement is defined as a change made to
improve or extend the functionality of an existing feature in the
software. To qualify as an enhancement, the change must satisfy the
following criteria:

A The basic form, feature or functionality already exists in the
previous release of the software.

A The change adds to or expands on the current processd it does not
replace it. This differs from a revision (i.e., bug fix) which corrects a
problem not detected in the previous release of the software.

7EAO0B8 O 2 A&iddofnddocument contains information on the issues that
have been corrected in a software release. A revision is defined as a
correction made to an existing form, feature, or function in the
currently released version of the software. To qualify as a revision, the
change must satisfy the following criteria:

e The basic form, feature, or functionality must be part
of the previous version of the software.

e The change must replace the current item or remove it from
the application.

Additionally, all reported issues that are deemed to be BY DESIGN are
included in this section as well. These issues will contain the preface
BY DESIGN in front of the feature name.
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General Information
Declarations

Declarations

Warranties

Although the best efforts are made to ensure that the information in this
document is complete and correct, MICROS Systems, Inc. makes no warranty
of any kind with regard to this material, including but not limited to the implied
warranties of marketability and fitness for a particular purpose.

Information in this document is subject to change without notice.

No part of this document may be reproduced or transmitted in any form or by
any means, electronic or mechanical, including photocopying, recording, or
information recording and retrieval systems, for any purpose other than for
personal use, without the express written permission of MICROS Systems, Inc.

MICROS Systems, Inc. shall not be liable for errors contained herein or for
incidental or consequential damages in connection with the furnishing,
performance, or use of this document.

Trademarks

Frame Maker is a registered trademark of Adobe Corporation.

Microsoft, Microsoft Excel, Win32, Windows, Windows®95, Windows 2000
(Win2K), and Windows NT are either registered trademarks or trademarks of
Microsoft Corporation in the U.S. and/or other countries.

Visio is a registered trademark of Visio Corporation.
All other trademarks are the property of their respective owners.
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General Information
Who Should be Reading this Document

Who Should This document is intended for the following audiences:
be Reading

i A MICROS Installers/Programmers
this Document g

MICROS Dealers
MICROS Customer Service

MICROS Training Personnel

o To T T

MIS Personnel

What the This document assumes that you have the following knowledge or

Reader Should expertise:
Already Know A

Operational understanding of PCs
Understanding of basic network concepts
Experience with Microsoft® Windows® 2000 Server, Server 2003

Experience with Microsoft® SQL S e r v @& Orétle®

p ST ST S

Familiarity with the 9700 HMS software and peripherals
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PCI Compliance
Document History

PCI Compliance

Visa established the Payment Card Industry (PCI) Data Security Standard to
protect Visa cardholder datad wherever it residesd ensuring that members,
merchants, and service providers maintain the highest information security
standard. To adhere to the PCI standard, changes have been made to the
9700 HMS product.

Please read this section carefully, as well as the accompanying PCI-
compliance documentation. For a list of related documents, see the
Documentation Resotessection.

More information about PCI-compliance and related software changes
is provided in the following sections:

A Documentation Resources
A Security Announcement

A PCI Compliance Installation Changes
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PCI Compliance

Document History

Documentation
Resources

The following documents have been updated with information and procedures
needed to maintain PCl-compliance and must be consulted for security purposes
prior to upgrading from 9700 HMS Version 3.1 SP5 and below to 9700 HMS
Version 3.1 SP6 and above. These documents are available on the MICROS
9700 HMS Product Page of the MICROS Member Services website.

A 9700PA-DSSCompliancev. 3.20: This document is a quick reference guide
that provides information concerning M1 C R Qdbdyence to the PCI Data
Security Standard and Payment Application Data Security Standard (PA-
DSS) compliance.

A 9700 Secure Default Acoount Handling: This document contains detailed
information on 9700 v. 3x secure default account handling procedures.
These procedures must be followed to prevent compromised security and
maintain PCI compliancy.

A 9700SecurityGuide: This document describes 97006 security design,
features that monitor employeesdactions taken on the system, and features
that restrict employee access to the database, reports, and operational
procedures.

A 9700UpgradeBestPractices: This document is intended to convey best
practice information when upgrading the 9700 HMS application from a
non-PCI compliant version (version 2.x) to a PCI compliant version
(versions 3.x and greater).

A MICROS9700Encryption Key Managementitility: This document is a
quick reference guide that provides information concerning the 9700
Encryption Key Management Utility, which allows the user to set the
encryption passphrase for the 9700 system.

A MICROSSeure Wipe Tool: This document provides instructions on how to
download and use the secure wipe tool Eraser. The secure deletion of data is
necessary when upgrading a non-PCI compliant version of a MICROS
software application or when customer data has been collected for
troubleshooting purposes and is no longer needed.

A WirelessNetwaking BestPractices: This document explains the steps
necessary to connect a wireless workstation for PCl-compliance.
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PCI Compliance
Security Announcement

Security
Announcement

Overview

Due to new, more stringent Payment Card Industry Data Security Standard
(PCI DSS) requirements, the encryption key rotation handling procedures,
default account handling, and security-related documentation for 9700
versions 3.10 SP6 and higher have changed.

About PCI Compliance

PCIl-compliance is required of all merchants and service providers that
store, process, or transmit cardholder data. The program applies to all
payment channels, including retail (brick-and-mortar), mail/telephone
order, and e- commerce.

When customers offer their bankcard at the point of sale, over the Internet,
on the phone, or through the mail, they want assurance that their account
information is safe. That@& why the PCI Data Security Standard was
established. The program is intended to protect cardholder datad
wherever it residesd ensuring that members, merchants, and service

providers maintain the highest information security standard.

To achieve compliance with PCI, merchants and service providers must
adhere to the PCI Data Security Standard, which offers a single approach
to safeguarding sensitive data for all card brands. This Standard is a result
of collaboration among the credit card industry and is designed to create
common industry security requirements, incorporating the PCI
requirements. Using the PCI Data Security Standard as its framework, PCI
provides the tools and measurements needed to protect against cardholder
data exposure and compromise across the entire payment industry.

For more detailed information concerning PCIl-compliance, please refer to
the PCI Security Standards Council website,
https://www.pcisecuritystandards.org/.

Key Management Utility Security Enhancements

In the past, non PCl-compliant versions of software stored the encryption
keys used to encrypt and decrypt secure data, such as credit card numbers in
the database.
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PCI Compliance
Document History

Now, due to a new PCI DSS requirement that mandates the secure deletion of
unused encryption keys, 9700 versions 3.10 SP6 and higher use a new
encryption scheme that avoids using secondary encryption keys. The secure
deletion of the old encrypted passphrase file is accomplished using the secure
delete application SDelete.

Warnings!

After a key rotation (the initial key rotation and all subsequent rotations) is
performed by the Key Management Utility, the database and 9700 application
becomes synchronized with new encryption key data.

As a result, users should not swap databases (restoring/replacing the existing
database with a different one) until they are absolutely sure that the new
database is also in sync with the 9700 application.

Generally speaking, there is no way to determine whether an offline database
that is about to be restored by the user is in sync with the 9700 application.

Therefore, the only safe scenario to restore/replace a database is to restore/
replace the database with a good database backup that must have been taken
prior to performing the new key rotation. The database can only be restored/
replaced if no key rotation has occurred since uploading the existing database or
since the backup database was taken.

Warning: If the passphrase is lost, the encrypted data in the database is
unrecoverable. There are no back doors!

For more information and instructions on how to use the Key Management
Utility, see the MICROS2700Encrypton Key Managemendtility document.

Secure Default Account Handling

This section contains detailed information on secure default account handling
procedures. These procedures must be followed to prevent compromised security
and maintain Payment Card Industry (PCI) compliance.
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Document History

WARNING! Important Searity Warning: Theuseof defaultaccountss not
PCI conpliant. Therefare, 9700 versons 3.10 SP6and higher
eliminatethe optionto operatein a non-compliant fashionby
automatically ddeting or disabling the existing dedult
acoountsvia the instdlation / upgrade process.

Disaling or deletingthe existing defaultaccountsould
potentiallydisablefunctionalityin thesystenwhee these
accountsvere used.However, thesedefaultaccountsnust be
securely disabledor deletedto operatein a PCI complant
manner.

In the past, 9700 versions installed with four defaultaccounts:A 9 700 c f g, 0
i sr e moft mi, cand ENY700. MICROS Systems, Inc. previously

advised that these defaults accounts be deleted, renamed, or disabled. To

prevent compromised security and maintain PCI compliancy, 9700 versions

3.10 SP6 and higher have modified or removed these default accounts.

Thefi mi c andfiscos rteedegacy accounts will no longer be installed. These
accounts have been removed from the installation process as they are not used and,
when not securely deleted, can compromise PCI compliancy. When upgrading to
Version 3.10 SP6 or higher from a lower version of software, these accounts will
be disabled after the upgrade process completes.

The legacy A m9 7 éhd®B7 0 O cadcayris will be disabled after the
installation/ upgrade process completes.

For more information on secure default account handling, see the 9700 Secue
DefaultAccountHandlingdocument.
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PCI Compliance Installation Changes

PCI Compliance
Installation
Changes

Changes were made to the 9700 installation process for versions 3.10 SP6
and higher, in order to meet the Payment Card Industry Data Security
Standard (PCI DSS) requirements. For more information on PCI DSS,
please see the Security Anouncemaet section on page 9.

Previous versions of 9700 3.x installed with four default accounts:

fi B0Ocfg, O sr feenoft mi, cdand AN9700. BICROS Systems, Inc.
previously advised that these default accounts be deleted, renamed, or
disabled. To prevent compromised security and maintain PCI compliancy,
9700 Versions 3.10 SP6 and higher have modified or removed these
default accounts. For more information, please see the Documentation
Resurcessection on page 8.

To meet a PCI-compliance requirement, domain-level security or
Windows® Workgroups must now be enabled when both the Remove
Management Console (RMC) remote user account is active and credit
card transactions are processed through the 9700 system. Domain-level
security must be enabled when the server is on a domain. Windows®
Workgroups provides security for servers not on a domain.

The installation process now recognizes if the server is on the domain or
not on the domain. When the server is on the domain, domain-level
security is automatically installed by the 9700 installation process.
Disabling domain-level security will compromise PCI compliancy. If
domain-level security is disabled when the server is on the domain, the
CreateUser.exe application must be used to maintain PCI compliancy. For
more information on Windows® Workgroups and the CreateUser.exe
application, see the When the Server is Not on the Domain: Configuring
Remote RMC in a Windows® Workgroup Environment section on the
next page.
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What 6s New

When the Server is Not on the Domain: Configuring Remote
RMC in a Windows® Workgroup Environment

Due to a new PCI security requirement, the 9700 installation now asks if the
site processes credit card transactions through the system, as shown below:

guestion =)

:{’} Will any credit card transactions be processed through the 9700 system?

If credit cards are processed, the 9700 installation now asks if the site will
use the remote RMC, as shown below:

question = |

\‘{J Will wou be using Remoke RMC (Remote Management Console)?

If the site is using remote RMC, credit cards are processed through the
9700 system, and the server is not on the domain, then the following
prompt will display:

9700 HMS Service Pack Setup i x|

v In order to maintain Payment Card Industry (PCI) compliancy in a Workgroup configuration,
M vou must use the Createlser.exe utility to create a unique user account for Remote RMC access.,

Detailed instructions For using CreatelJser.exe can be Found in the RMF document For this software
installation.

After clicking fi @oKlose the prompt, follow the procedures listed
below to maintain Payment Card Industry (PCI) compliance in a
Windows® Workgroup environment when both credit cards and Remote
RMC are used. Follow the steps below after the system has been updated
to 9700 3.10 SP6 or higher version of software, and the server has been
rebooted.
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What 6s New

1. From the Windows® Start menu on the 9700 server, select All Programs
| MICROSApplications| CreateUse&.exe

2. When prompted, enter a unique user name and a strong password
consisting of at least eight alphanumeric characters. S e | €reateo. Do
not use default usernames or passwords.

_lojx

ser name: Idem':'

Paszwaord: Imx

Create I Cloze

3. Select IO K after the 'User successfully added' message, seen below,
is displayed.

E

ser successfully added.

4. Selectfi C| owdthindhe Create User applet.

5. After Remote RMC is installed on the client workstation and updated to the
match the server version, from the Windows® Start menu select All
Programg MICROSApplications| CreateUseexe.

6. When prompted, enter the identical username and password previously
used on the server and then select fiCreateo .
- [5]x]

P

Uzer name: ||:Iem|:|

HHHK

Pazzword:

Create | Cloge |

7. Select FOK aafter the 'User successfully added' message, seen
below, is displayed.
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What 6 s New

i x|

Iser successfully added.

K

8. Selectit C | owithéndhe Create User applet. You should now be able to
run Remote RMC on the client workstation.

9. Repeat steps 6-9 on each Remote RMC workstation. Be certain to use
the same username and password previously used on the server.

MICROS Systems, Inc. mandates that the Remote RMC password on the
server and all clients be changed periodically, at least every 90 days, using
the Create User applet. After creating a new password, be certain to use the
same username and password on the server and on all the client
workstations.

9700 3.60 GR in a Single Oracle Environment

After installing 9700 3.60 GR HMS on an Oracle 10g shared application and database server,
apply the following steps once the installation is complete and the server has rebooted:

1. Navigate to the Windows | Assembly Directooy the server and do the
following:
a. Delete the two instances of the Policy.10.1.Oracle.DataAccess
b. Delete the two instances of the Policy.9.2.0racle.DataAccess
2. Navigate to the 9700 | EMCfolder and copy the OraOps10.dll. Navigate to
the 9700 | binfolder and replace the OraOps10.dll with the one that was
copied from the EMC folder. The version in the bin folder should be
10.1.0.200.

Note: These steps will leave the Policy.10.2€ke.DataAccess ithe assembly directory
and the updated .dll will allow usets run Key Manager and log into EMC
successfully.

3. To run SQLPIlus from a command line, it is necessary to set the tns_admin
environment variable in each command prompt window opened. For this
setting, do the following:
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a. Open a command prompt and navigate to the drive that Oracle
is installed.
b. Type in the following:
I. set tns_admin=<appropriate drive
letter>:\oracle\product\10.2.0\db_1\NETWORK\ADMIN
c. This variable should not be set as a global environment
variable as it could cause issues with other programs. This
variable will need to be set each time a user needs to log into
the SQLPIus command line.

Note: This allows the user to log into SQLPIus without and issMe<DLLS should be
moved from one directory to another amalchanges be made to any paths.

What® New
New MICROS Keyboard
Features Workstation 270
Summarized

9700 3.6 adds support for the Keyboard
Workstation 270. The keyboard workstation
270 is MICROS next generation keyboard
workstation. When compared to the KWS4
workstation, the KW270 workstation has a
significantly lower profile footprint, and it
also has a 5.70 QVGA' di spl ay fo
viewing capability. KW270 also supports an integrated customer facing

display and an integrated 3-track magnetic stripe reader. KW270 supports a

programmable 90 button keyboard. Similar to the KWS4, the keyboard

overlay is designed through EMC|Keyboard Design module.
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Adding and editing keyboard layouts are done from EMC|Keyboard Design. There is now a keyboard type
field that has the two options KWS4 and KWS270. This must be selected before configuring keys.

|
File Edit wiew Window Help

B HER BB  ([BEEIN < nra X EMHIE S & I[EH

Gy R X || Corfigwstor  Keyboard Design

MODULES | # Name fault Main Level | Default Sub Level ‘ Keyboard Type |
@ Configurator o Kil/54 D . al E| - Nne [=]7 - Kws4+ B
@ Audit Trail = B H gul: 0 - Mo - =
@ Metvupoint

SYSTEM

@ Contral Panel
@ Wiorkstation
@ Software Key
@ CCTahle

@ kD&
CREDIT CARD
@ Create

@ Edit

@ Repont

@ Transfer
UTILITIES

@ Systern Setup Ltility

[ 8 1acaihost [ % Beaches cafe @ SuperUser, SuperUser |4} English (United Stetes)
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Once the general information about the keyboard is completed, the keys can then be set. Each key can be
set for two levels, a main level and a sub level. Each key can also be set for an un-shifted value as well as a
shifted value. Once you have the keyboard layout set as desired, you can preview and print the keyboard

overlay.

== x|
ile  Edit  View Window Help
PN WS [ LREo BG4 e X A B S [
Configurator  Keyboard Design =
RLODULES General  Kews |
@ Configurator
@ Audit Trail Keyboard Number B & &
@ Netvupaint - - -
SYSTEM Mame [(24/5270 Dema
& Conrol Pans! Cheese Bottie Coors Clock
ontral Pane P
Filter B Unshited Keys - Burger Water Light IndDuk
@ workstation i =1
@ Software Key K ey Definition
@ ©C Tanle R
@ KDS Preset Main Level 0-Nene - Dy Coke Hitles
BENINRCARD Preset Sub Level 0-None -
@ Create
@ Eait Unshifted Key Type: 0~ Disabled - sun Diet Bud Go Go Print
@ Report Unshifted Key Humber: » Wings Coke Light Online o Cust
@ Transfer Line Recpt
UTILITIES Shifted Key Tupe 0~ Disabled -
@ System Setup Utility Shifted Key Number > Nachas Sprite Bud Unassn Assign Trans Change
Cash Cash action RVC
Alpha D Drawer Drawer Void
Legend Li
sgenaines Pizza Raot Hien Void CANCEL
Line 1 Beer @ f
Line 2:
Line 3 Onion Coffee Corona ENTER CLEAR cc cc
Rings AUTH FINAL
Line 4: f . NO
Action Seope: 1~ Active Key -
Generats Display 35
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$10
Y 5 (5]
$20
f T v 2 3
SHIFT CASH
f f f f 00
| #3 1ocaihost | B Beaches cate | 43 superUser, SuperUser [ 48 English (United States)
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In EMC | Devices is where the configuration for the client is located. Configuring a WS270 is very similar

to configuring a KWS4. The main difference is the subtype needs to be 51 KWS270 Client.

sl
©OFile Edt View Window Help

R HGRiRBo  BAG|K > nreX|DAES &([E
[Menu @& X|| (ofiguster | KevbosdDesion  Device Table | X
Tuesday, December 15,20

paLEs By Eomection 2 wotasin | opions | Order Devices | Primers | Reverws Centere |

@ Configurator B N ra—

® AuditTrall T Em, see e Workstation Number 5

@ Nefvupoint netce Workstation Type 8-POS Clert 2

STEM -8 IPCCT [Frwszmten 3]
@ Conirol Panel (451 Mobile MICROS Clierts | SUP9P® 5-KWS270 Ciert
@ Workstation -1 548 Clienis Client Name B
i POSAP|

@ Software Key POSA P Addess 15216810011
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[
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What& Enhanced

Enhancements There are no enhancements in this version.
Summarized
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What 6 s Revi sed

What& Revised
Revisions The table below summarizes the revisions in this release.
Summarized
Revision CR ID# Page
First print of a check that has been transferred would show the 25995 20
second operators number but the first operatoré name.
SAR online reports and report names do not display Cyrillic 20
characters properly.
SIM array @DTL_NAME([] for reference details is empty when 20
reference entry contains Cyrillic letters
Cyrillic Reference Lines do not post to journals correctly 20
IP printing does not work properly for Cyrillic text 21
Guest name from opera are not stored properly for Cyrillic 21
Menu item and tender media reference entries are not working 21
using Chinese characters.
Revision A

January 08, 2010
Page 19 of 21



K2 KIGQa bSg
What 6s

Revisions
Detailed SAR

First print of a check that has been transferred would show
the second operators number but the first operaname.
SCR #166

CR ID#25995

Previously the first time printing a check that has been transferred would

show the second operators number but
has been corrected.

Cyrillic characters now display correctlior On-Line reports
and report names.

SCR #624

CR ID#

Previously Cyrillic c hfarondioeteportssnddi dndt di
on-line report names. They would only display boxes. This has been

corrected.

SIM array @DTL_NAME][] for reference details is empty
when reference entry contains Cyrillic lefts

SCR #625

CR ID#

Previously SIM array @DTL_NAME[] for reference details is empty when
reference entry contains Cyrillic letters. This has been corrected.

Cyrillic Reference Lines do not post to journals correctly
SCR #626
CR ID#

Previously Cyrillic Reference Lines did not post to journals correctly.
This has been corrected.
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Revi sed

IP printing does not work properly for Cyrillic text
SCR #627

CR ID#
With regional settings set to Russia, Cyrillic characters would not print to an IP
printer correctly. This has been corrected.

Guest name from opera are not stored properly for Cyrillic
SCR #628

CR ID#

Guest name from opera are not stored properly in the Micros database or
journals for Cyrillic. This has been corrected.

Menu item and tender media reference entriesw display Chinese

characters correctly.

SCR 7595

CR ID#

Previously menu item and tender media reference entries were not working using
Chinese characters.. This has been fixed.
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