


Only management data is  
deleted after output while  
the actual data remains  

vulnerable on the hard disk. 

Deletion of data is complete,
leaving nothing vulnerable
on the hard disk.

Each output is overwritten
with 0 data or random data.

Hard Disk Drive Data Encryption Feature 

(256-Bit AES Encryption)

Encryption on the hard drive is achieved by using a multi-

step process to mitigate any risk of unauthorized

disclosure. First, the imageRUNNER device uses

mathematical algorithms to scramble bits of data. The

data is then encrypted using 256-Bit AES encryption,

making the intelligible reconstruction of files infeasible in

the event the disk is removed. A secret key is created in

the imageRUNNER device, which is stored in a separate
system board. This secret key is used to encrypt all image

data before writing to the HDD, providing protection for

both temporary and permanent data such as documents

stored in Mail Boxes. Finally, the data is stored in non-

contiguous locations on the imageRUNNER deviceÕs hard

drive.

Hard Disk Drive Data Erase Feature

On most systems that contain a hard drive, once a file is

deleted or removed from Hard Disk memory, it is still

accessible until it is overwritten. An attacker with the right

tools may be able to reconstruct files that have been

deleted or have passed through a temporary storage area

on the system. For an MFP device, the risk is the same.

Each document that is copied, scanned, printed, or faxed

creates some amount of data in temporary storage. With

CanonÕs Hard Disk Drive Erase feature, the data created for

each copy, print, scan, and fax job is overwritten and

erased immediately after the job is completed; therefore,

no trace of the information remains on the hard disk.

Choose one of three erasure methods depending on the
sensitivity of your documents and applications: overwrite

once with null data, overwrite once with random data, and

overwrite with random data three times for maximum-

security protection.

Overwriting prevents information from being retrieved by

data, disk, or file recovery utilities. Overwriting is resistant

to keystroke recovery attempts executed from standard

input devices and from data hacker tools. The overwriting

process includes not only the logical storage location 

of a file, but also includes all addressable locations. 

The security goal of overwriting is to replace written 

data with random data.

Security Kit

Also available on select imageRUNNER devices is a Hard

Disk Drive Data Security Kit which incorporates both Hard

Disk Drive 168-Bit Triple Data Encryption Algorithm (TDEA)

Encryption and Hard Disk Drive Overwrite functions along

with a Job Log Conceal function. The HDD Security Kit is

offered as an installable hardware board.

For more information on the availability of security
options by device, please refer to the Canon
imageRUNNER Hard Disk Drive Security Kit

Brochure.
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MFP Security Chip 1.00
is at the Heart of Every
HDD Data Encryption Kit
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Standard Job Log Conceal Function

The same job history screen that offers traceability can

also be concealed from unauthorized users to hide the list

of completed jobs, aiding in regulatory compliance.

Standard Hard Disk Drive Format

If there comes a time when your imageRUNNER device will

be redeployed within your organization or reach the end

of its usable life, best practices, and often company

policies, usually recommend that systems be completely

wiped. The Hard Disk Drive Format feature, which is

standard with all imageRUNNER devices, even with no

Security Kit installed, completely overwrites all data

stored on the hard disk. This includes files, job logs,

Address Books, and customized user mode settings, all in

a single operation. This ensures that the entire partition

containing user data/settings on the imageRUNNER

deviceÕs hard drive is overwritten and wiped clean before

being returned off lease, redeployed elsewhere in the

organization, or disposed of, and eliminates concerns of

violating your companyÕs security policies.

Mail Box Backup Function

Through CanonÕs Remote User Interface utility,

administrators can manually or automatically backup all

documents stored in Mail Boxes and the Job Hold queue

to a network file storage destination. For additional
security, the backup data is encrypted prior to being sent

over the network and can only be restored on the original

or upgraded imageRUNNER device.

Common Criteria Certification

The innovative security chip at the heart of CanonÕs

optional HDD Data Encryption Kit and the Security

Kit B Series for imageRUNNER devices have received a 

Common Criteria Certification of Evaluation Assurance

Level 3 (EAL3).

A product awarded Common Criteria Certification (CCC)

means it has passed a rigorous government-sponsored

inspection process for the safety and security of data

entered, stored, displayed, or transmitted by networked

devices. Also known as ISO 15408, Common Criteria

Certification is a requirement for all hardware and 

software devices used by government agencies handling

national security data. Although not mandatory in the 

private sector, systems that achieve CCC standards

engender a higher level of confidence among IT 

professionals.

Common CriteriaCommon Criteria

Use the Hard Disk
Drive Format
AdministrationÕs
Screen to 
Initialize all Data
Settings
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Standard Job Log Result with Job Log Conceal Enabled


